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Description

Purpose

This lesson describes TC SSO (Single Sign On) concept, and Teamcenter SSO strategy and solution.

Objectives

After you complete this lesson, you should be able to:

• Describe what's TC SSO

• Understand what is Teamcenter SSO strategy and solution.
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SSO 特性

• 为Teamcenter的不同产品间提供单点登入的方法

• 支持胖客户端瘦客户端.

• 经由LDAP v3 的目录服务验证

• Microsoft Active Directory 

• Sun Java System Directory Server

• 也可二次开发客制化与其他的服务搭配

• 不需要在客户端设定.

• 可以经由设定的方式与商业化的SSO产品合作.

• 结合多样化的安全特性

• 不会在客户端计算机留下认证信息

• 支持丛集提供负载均衡及容错.
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Teamcenter SSO 架构
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Teamcenter SSO 认证过程
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SSO 设定步骤

• Windows AD 设定(通常不需自己设置, 客户环境中已设好)

• 经由 Webtier 设定

• 设定 Login 服务

• 设定 Identity 服务

• 布署方式
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AD 设定

开始菜单-->管理工具-->服务器管理器

选择左侧树形菜单“角色”节点，右键“添加角色”
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AD 设定

下一步
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AD 设定

勾选“DNS 服务器”
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AD 设定

下一步
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AD 设定

下一步
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AD 设定

安装
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AD 设定

点击“关闭”按钮，重启服务器！
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AD 设定

点击“关闭”按钮，重启服务器！

DNS服务器安装完成!
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AD 设定

开始菜单-->运行-->输入命令“dcpromo”点击“确定” 按钮
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AD 设定

弹出 Active Directory 域服务安装向导，并点击“下一步”按钮
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AD 设定

下一步
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AD 设定

选择“在新林中新建域”并点击“下一步”按钮
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AD 设定

输入域名并点击“下一步”按钮
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AD 设定

下一步
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AD 设定

林功能级别选择“Windows Server 2008 R2” 并点击“下一步”按钮
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AD 设定

下一步
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AD 设定

点击“下一步”按钮，如果最初没有安装DNS服务器，此处可以勾选

并安装
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AD 设定

下一步
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AD 设定

弹出DNS提示框，点击“是“按钮，继续安装



2015-06-29

Restricted ©  Siemens AG 2015

Page 27 Siemens PLM Software

AD 设定

下一步
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AD 设定

输入Administrator密码和确认密码，点击“下一步”按钮
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AD 设定

下一步
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AD 设定
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AD 设定

点击“完成”按钮，重启服务器



2015-06-29

Restricted ©  Siemens AG 2015

Page 32 Siemens PLM Software

AD 设定

开始菜单-->管理工具-->Active Directory 用户和计算机

新建组织单位和用户



2015-06-29

Restricted ©  Siemens AG 2015

Page 33 Siemens PLM Software

AD 设定

安装Jxplorer查看工具
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SSO 的设定 (Webtier)

经由 insweb 设定
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SSO 的设定 (Webtier)

下页
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SSO 的设定 (Webtier)

加入 SSO 设定
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SSO 的设定 (布署 tc.ear) 

C:\siemens\Web_tier\TC_Webtier\deployment\ tc.ear
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SSO 的设定 (Identity service)

SSO - Identity service
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SSO 的设定 (Identity service)

C:\source\Tc10.1.0_win64\additi

onal_applications\sso\TcSecurity

Services10.1_20130510\TcSecur

ity\windows

IdentityService

下页
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SSO 的设定 (Identity service)
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SSO 的设定 (Identity service)
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SSO 的设定 (Login service)

C:\source\Tc10.1.0_win64\addition

al_applications\sso\TcSecurityServi

ces10.1_20130510\TcSecurity\win

dows

LoginService
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SSO 的设定 (Login service)
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SSO 的设定 (布署 SSO)

C:\siemens\Web_tier_SSO\Identity_Service\deployment\ IdentityService.war

C:\siemens\Web_tier_SSO\Login_Service\deployment\ LoginService.war
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SSO 的设定(设定 Server Manager)
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使用者对应

Reference Application Registry table in SSO Identify Service 

• SSO uses LDAP user account (sAMAccountName) to login

• TcEnt uses the content in TCEnterpriseUserName attribute to login

• TcC uses the content in TCCommunityUserName attribute to login

Application ID Application Root URL
Application’s LDAP 

UserName Attribute

TCSSOLoginService unused_do_not_change sAMAccountName

TCCommunity http://tpecheno-2003-3 TCCommunityUserName

TCEnterprise
http://tpecheno-xp-

1:8080/tc50sr1
TCEnterpriseUserName

Teamcenter2 http://hostname:8080 sAMAccountName
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使用者对应
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Activities

 In this section of the activities, there is no activity for practice.
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Summary

 The following topics were taught and practiced in this session.

 SSOconcept.

 Teamcenter SSO Strategy

 Teamcenter SSO simple configuration
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Thank you!
Learn and grow with our customers every day!


