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Expectations of this guide:

- TC11.2.3 version

- Monolithic installation. All components on the same single machine.

- Not a deep dive into SSL

- General overview and technical transfer based on docs and case work

- Cover one way SSL using a self-signed certificate.
Difference: One way has client trust the server it is connecting to. 2-way has the client trust the server and the
server trust the client.

Details to know about the Certificate being used

Is the certificate self-signed? A self-signed certificate is an identity certificate that is signed by the same
entity whose identity it certifies. Not one signed by a well-known certificate authority (CA) like Entrust, VeriSign, and
Thawte to name a few.

NOTE: Teamcenter documentation does not recommend using self-signed certificates in production environment. However,
for testing, a self-signed certificate is used for this document.

Or is it signed by a Trusted CA? What does that mean?
The Browser and JAVA come pre-loaded with a list of trusted CA's. If the certificate is signed by one of those the browser
displays the page without prompting the user to trust the server cert.
For example in IE:
Connecting the SSL based URL for Google (https://google.com) the user is presented the web page without any
certificate related prompts. The certificate PATH for that ULR is:
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°@| G https://www.google.com/ 02~ G| & Google

m Certification Path

Certification path
[5] GeoTrust Global CA

View Certificate

Certificate status:
IThis certificate is OK,

Within IE that highlighted CA is Trusted:
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Internet Options

? X

| General I Security I Pﬁuacyl Content |Connecﬁons I Programs I Advanced |

Certificates

|Use certificates for encrypted connections and identification,

| ClearSSistate || Certificates ||  Publishers

- Hotmail, Outlo...

java Verify Java

Intended purpose: | <All=

Y|

| Intermediate Certification Authorities | Trusted Root Certification Authorities | Trusted Pub‘ < I *

Issued To Issued By

@ D5T Root CA X3 D5T Root CA X3
@Equifﬁx Secure Certificate ...  Equifax Secure Certific...
54 GeaTrust Global CA GeoTrust Global CA

@ GlobalSian GlobalSian

@Gn Daddy Class 2 Certificat... Go Daddy Class 2 Certi...
@GTE CyberTrust Global Root  GTE CyberTrust Global ...
@ Microsoft Authenticode(tm)... Microsoft Authenticode. ..
@ Microsoft Root Authority Microsoft Root Authority

—1 -

Expiratio...
9/30/2021
af2zf2n1s
5202022
3/18/2029
6/29/2034
af13f2018
12/31/1999
12312020

Friendly Mar ~
DST Root C
GeoTrust
GeoTrust Gh
GlobalSign

Go Daddy C
DigiCert Glol
Microsoft AL
Microsoft Re

< | m

| Import... || Export... || Remove

Certificate intended purposes

Stamping
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For example in JAVA the same CA listed as a Signer CA:

(] Java Control Panel = | =] =
| General I Java| Security | Advanced |
Enable Java content in the browser
Security Level
Certificates
() Very High (Most secure setting) Certificate type: | Signer CA w
Only Java applications identified by a n
allowed to run, User | System
(® High {Minimum recommended) Issued To Issued By
Java applications identified by a certifi VeriSign Class 3 Public Primary Certification Aut... [VeriSign Class 3 Public Primary Certification Aut... | ~

VeriSign Universal Root Certification Authority VeriSign Universal Root Certification Authority

() Medium (Least secure setting) GeoTrust Global CA GeoTrust Global CA

All Java applications will be allowed to Verisign, Inc, Class 3 Public Primary Certificatio... VeriSign, Inc, Class 3 Public Primary Certificatio. ..

Certum Trusted Network CA Certum Trusted Metwork CA
SECOM Trust.net Security Communication Root. .. |SECOM Trust.net Security Communication Root. ..
AffirmTrust Premium AffirmTrust Premium -

Exception Site List

Applications launched from the sites liste
Impaort Export Remove

Restore Security Prompts | | Manage Certificates...

oK | | Cancel Apply

What is the difference between a keystore and truststore?

The keystore is needed when you are setting up server side on SSL, it is used to store server's identity certificate, which the
server will present to a client and the client will need to have that servers keystore certificate detail in its truststore in order for
the connection to work. If your browser connects to a website over SS, it verifies the certificate presented by server against its
truststore.
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Teamcenter Preference Updates

Update the '"Web_protocol preference to be 'https':

~Search On Keywords -
I"protocol

Description

Name | Location I cm

ITC_RA_server_parameters |Site

WEB_protocol Site ‘ \_J

Create a self signed certificate via Java keytool utility

The following command will generate a self signed certificate within the 'keystore' file specified by the '-keystore' option
(C:\keystore).

%JAVA_HOME% \bin\keytool -keystore c:\keystore -alias gtac -genkey -keyalg RSA

The command will prompt for a number of values. In this example the alias for the cert is 'gtac'. The first prompt will be
for 'First and Last name'. That value is the CN (common name) and should be the HOSTNAME of the Web app server.
NOTE: The 'Common Name (CN)' of the web application hostname MUST match how that hostname will be provided in
the URL. For example: If the URL that the end users will use is fully qualified (myserver.us.com) then the CN needs to be
'myserver.us.com'. If the CN name in the certificate does not match the hostname the connection will fail.

The remaining entries for the certificate used for this guide were entered as follows:

Jhat iz the name of your organizational wunit?
[Unknownl: GIAC

Jhat iz the name of your organization?
[Unknownl: GIAC

yhat iz the name of your City or Locality?
[Unknownl: Milford

Jyhat iz the name of your State or Province?
[Unknownl:z OH

Jhat is the two—letter country code for thisz wunit?

[Unknownl:= US
Iz CH=civjmzrv2B12x»21,. OU=GTAC, O0=GTAC, L=Milford. ST=0H. C=US correct?

[nol: vy

Enter key password for <{gtack
CRETURH if same as keystore password):
[Re—enter new password:

The password entered above is 'changeit'.
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Export a certificate from the keystore using the Java keytool utility

This is a proactive step as the .crt generated will be required later for import into Teamcenter RAC client Java keystore.
The keystore used in the command below is the ‘C:\keystore' that was created in the last section.

%JAVA_HOME% \bin\keytool -exportcert -alias gtac -file c:\webappcert.crt -keystore c:\keystore -storepass changeit

The output from the utility run:
Certificate stored in file <c:\webappcert.crt>
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Enabling SSL within the Web Application

JBoss EAP 6.3 (7.1 as well)

Update the Jboss standalone.xml file to include the location and connection information for the C:\keystore file that was
generated in the ‘Create a self signed certificate via Java keytool utility’ section earlier in this guide. Added the highlighted
section below:

<subsystem xmlns="urn:jboss:domain:web:1.1" native="false" default-virtual-server="default-host">
<connector name="http" protocol="HTTP/1.1" scheme="http" socket-binding="http"/>
<connector name="https" protocol="HTTP/1.1" scheme="https" socket-binding="https" secure="true">
<ssl key-alias="gtac" password="changeit" certificate-key-file="C:/keystore" protocol="ALL" verify-client="false"/>
</connector>
<virtual-server name="default-host" enable-welcome-root="true">
<alias name="localhost"/>
<alias name="example.com"/>
</virtual-server>
</subsystem>

The default HTTPS port is listed at the bottom of the standalone.xml file. The default is '8443'. For example:

E <zsocket-binding-group name="standard-sockets" default-int
<gocket-binding name="management-native" interface="m
<socket-binding name="management-http" interface="man

<gocket-binding name="management-httpns" interface="ma
<socket-binding name="gjp" port="8005"/>
<socket-binding name="http" port="808B0"/>
<socket-binding name="https" pDIt="3443"f4
<socket-binding name="remoting"™ port="4447"/>
<socket-binding name="i{xn-recovery-enviromment" port=
<socket-binding name="fxn-status-manager" port="4713"

= outbound-socket-binding name="mail-
- <outh d ket-bind " 1 "
<remote-destination host="looalhost" port=r25"/>
B S T . | R e L A

Start up Jboss and verify the SSL port.
https://<web app servername>:8443

For example: For this guide the Web Application server name is 'gtacl' so the URL would be:
https://gtac1:8443
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That should result in this page. Select the 'Continue’ option:

_a
l-.@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the

server.

We recommend that you close this webpage and do not continue to this website.

@ Click here to close this webpage.

'@' Continue to this website (not recommended).

= More information

That should bring up the Jboss splash screen:

RED HAT JBOSS ENTERPRISE APPLICATION PLATFORM o

Welcome to JBoss EAP 6

Your Red Hat JBoss Enterprise Application Platform is running.

Administration Console | Documentation | Online User Groups

To review the certificate select the 'Certificate Error' / 'view certificate' to the right of the URL address bar.

'@' Untrusted Certificate

The security certificate presented by this
website was not issued by a trusted
certificate authority.

This problem might indicate an atternpt to
fool you or intercept any data you send to
the server.

We recommend that you close this webpage.

About certificate errors

WView certificates

jo ¥ Certificate error = i
—

n Pla

proups
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Thin Client validation

Launch the thin client URL. Until the certificate is imported into the Browsers truststore, the user will see the following page
when launching the thin client:

°@|E https://gtac1:3443/tc/webclient 0O ~ & H i Certificate Error: Navigation.., | |

File Edit View Favorites Tools Help

»

i;_‘; § Teamncenter Thin Client L... a WeblLogic Server Adminis... a Toemcat Web Application ...

fi - B

.
|_.@ There is a problem with this website’s security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
SErver.

We recommend that you close this webpage and do not continue to this wehsite.
@ Click here to close this webpage.

e
&Y Continue to this website (not recommended).

i= More information

Select the 'Continue to the website' option. Then the user will be presented the login page.
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One may see the following messages as well. These appear to be Java ‘untrusted’ related.

Do you want to Continue?
The connection to this website is untrusted.

[\ The certificate used to identify the website is not trusted. The
reasons are listed below.
Proceed at your own risk.

The certificate Authority that issued ths certificate is not trusted.

View Certificate Details:

Visit Java.com for more details
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; Security | Advanced

|Ga'1eral|1ava

[#] Enable Java content in the browser

Security Level

() Very High (Most secure setting)

Only Java applications identified by a non-expired certificate from a trusted authority will be
allowed to run.

(®) High (Minimum recommended)
Java applications identified by a certificate from a trusted authority will be allowed to run.

() Medium (Least secure setting)
All Java applications will be allowed to run after presenting a security prompt.

Exception Site List
Applications launched from the sites listed below will be allowed to run after the appropriate security
prompts,

htip://atac1: 7001 A
http:/fgtacl E Edit Site List... 2
https://atacl:8443 <= i

Restore Security Prompts | | Manage Certificates... |

oK || Cancel Apply
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This one still appeared:

Security Warning -

Do you want to run this application?

Name: applauncher

Publisher: Siemens Product Lifecycle Management ...

Location: https:/fgtac1:8443

Running this application may be a security risk
Risk: This application will run with unrestricted access which may put your computer and personal

information at risk. The information provided is unreliable or unknown so it is recommended not to
run this application unless you are familiar with its source

Unable to ensure the certificate used to identify this application has not been revoked.
More Information

Select the box below, then click Run to start the application

[]1 accept the risk and want to run this application. Run

Disable cert validation in Java control panel kept that warning from appearing. Depending on the certificate this option may
not be required. In this test use it is a result of the certificate being self-signed.

£ Java Control Panel -t
| General | 1ava | security || Advanced |
----- () Always allow
Prompt user
Never allow

Application Installation

- (@) Instal if hinted

--(_) Install if shortcut created

Install if hinted and shortout

----- () Mever install

Secure Execution Environment

- Allow user to grant permissions to signed content

: Show sandbox warning banner

- Allow user to accept JMLP security requests

- Daon't prompt for dient certificate selection when no certificates or only one exists
----- Warn if site certificate does not match hostniame
----- [ Show site certificate from server even if it is valid
Mixed code (sandboxed vs. trusted) security verification
----- (® Enable - show warning if needed

Enable - hide warning and run with protections

(_) Enable - hide warning and don't run untrusted code
_) Dizable verification (not recommended)

Perform signed code certificate revocation checks on

----- () Publisher's certificate only

(_) Al certificates in the chain of trust
Do not chedk (not recommended)

Chedk for signed code certificate revocation using
----- Certificate Revocation Lists (CRLs)

----- Online Certificate Status Protocol (OCSP)
----- Both CRLs and OCSP
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And now prompts for this:

7 S

Do you want to run this application?

Name: DocMgtApplet

| Publisher: Siemens Product Lifecyde Management ...

iy

Location: https:/jotacl:8443

This application will run with unrestricted access which may put your computer and personal
information at risk. Run this application anly if you trust the location and publisher above.

[ ] Do not show this again for apps from the publisher and location above

9 Mare Information [ Run | | Cancel

LS 4

Have to select the check box in order to select 'RUN'.

Import Certificate into IE Browser Trust Store

To import the certificate into the IE Browser certificate store select the 'padlock' or Certificate warning located to the right of
the URL address. Then select 'View certificates' option.

it wil
[eamce @ Untrusted Certificate QT

it | Thesecurity certificate presented by this
website was not issued by a trusted
L gyl certificate authority. Add to

This problem might indicate an attempt to
fool you or intercept any data you send to -

the server.

We recommend that you close this webpage.

About certificate errors
nowled

View certificates arials

+ CAM Setup Templates
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Select 'Install Certificate' option:

General | Details | Certification Path

&J Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: GTACL

Issued by: GTACL

Valid from 1/30/2017 to 4/30/2017

|§Eﬂ(.‘ﬂ'ﬁ3lt...| | Issuer Statement |

[ o]
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Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections, A certificate store is the system area where certificates are kept.

() Local Machine

To continue, dick Mext,

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(®) Flace all certificates in the following store

Certificate store:

|Tmsted Root Certification Authorities | [ Browse...
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You are about to install a certificate from a certification authority (CA)
claiming to represent:

GTACT

Windows cannot validate that the certificate is actually from "GTACT",
You should confirm its origin by contacting "GTACT". The following
number will assist you in this process:

Thumbprint (shal): BADB22FE FD2CACA3 FATEC304 DIAFSAE2
51A99EDT

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this
risk.

Do you want to install this certificate?
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Once complete the cert will be listed in the Certificates trust store:

Internet Options ?| X

| General | Security I Privacy | Content |Connections I Programs I Advanced |

Tearmncenter Web - M

Certificates ncat Web Application

| Clearssistate || Certficates ||  Publishers

Use certificates for encrypted connections and identification.

Intended purpose: <All= W |

| Intermediate Certification Authorities | Trusted Root Certification Authorities | Trusted Pub‘ < | ¥

Issued To Issued By Expiratio...  Frieng »
@Equifﬁx Secure Certificate Authority  Equifax Secure Certifi...  8/22/2018
@Ge:ﬁrust Global Ca GeoTrust Global Ca 5f20/2022
[ZlGlobalsign Globalsign 3f18/2029
[=]Go Daddy Class 2 Certification Aut... Go Daddy Class 2 Cer...  6/29/2034

GTAC1 4f30/2017
@Miaosoﬂ: Authenticode(tm) Root A... Microsoft Authenticod...  12/31/1998
@Miaosoﬁ Root Authority Microsoft Root Authority  12/31/2020
@Microsoﬁ Root Certificate Autharity  Microsoft Root Certifi...  5/9/2021

| Impart... || Expart... || Remove

Certificate intended purposes

<Al
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Create a PEM formatted certificate file from Web Tier SSL config

This is a proactive step as some integrations will require this specific format of the certificate.
A List of integrations that will need this are:
o Native implementation of the FSCClientAgent
o NXlIntegration
o TCVis Integration

o NOTE: The list of integration that use this will be added as confirmed

1. One option to create a PEM formatted certificate file is to leverage the certificate already in use by the Web tier.
Launch the web tier URL:

e':_' >) 9 https://gtacl:3443 /tc/webclient

Website Identification

C

gtacl
This connection to the server is encrypted.

Should [ trust this site?

View certificates
TN ]
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R

Certificate 5

[ General ( Details )certification Path |
e —

Shaow: | <All= v |
— Export File Format
Field value Ral Certificates can be exported in a variety of file formats,
Version V3
Serial number 2dc11d82
Signature algorithm sha256RSA =
Signature hash algorithm sha256 Select the format you want to use:
[ ssuer GTAC1, GTAC, GTAC, Milford, ... | () DER encoded binary ¥.503 (.CER)
\ialid from Monday, January 30, 2017 3:... : :
[Elvalid to sunday, April 30, 2017 3:07:5... ® Bage-64 encoded X.503 (.CER):
Subject GTAC1, GTAC, GTAC, Milford, ... z () Cryptographic Message Syntax Standard - PKCS £7 Certificates (,P7E)

[Jindude all certificates in the certification path if possible

(O Personal Information Exchange - PKCS #12 (PFX)
[lincude all certificates in the certification path if possible

[ Delete the private key if the exportis successful

["]Export all extended properties

M/ () Microsoft Serialized Certificate Store ((55T)

Edit Properties... q Copy to File... P

[ o]

Make sure that the created PEM file has a .pem extension. From the above step the cert was saved as C:\cert.pem:

i B Videos
4 i Local Disk (C:)
<L 2pps
-l cap
I | LocalData

i UsErs 27072014 34T FIVI FlIE TRIOEr

| Windows 1/30/2017 7:08 PM File folder

D keystore 1/30/2017 308 PM KEYSTORE File KB
| D cert.pem 1/31/2017 3:05PM  PEM File 2 KB
msdiag0.dll 12/1/2006 10:37 PM Application extens... 234 KB
=4l " B L. L L e - en
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4-TIER updates to support Web Tier SSL

1.

Update the web tier URI to be 'HTTPS' and reflect the correct SSL port:

A tier Servers

LRI

Connectio

hittps:igtact: 844 3/c

Import the certificate from the 'C:\keystore' into the Teamcenter 4-tier client based Java cacerts file. The export process
was completed earlier in this guide in the ‘Export a certificate from the keystore using the Java keytool utility’ section.
From that export a 'c:\webappcert.crt' file was created. That cert file is the one that will be imported into the java keystore
in the command below. %JAVA_HOME% = installation location of the Java that the 4-tier client is using.

%JAVA_HOME%\bin\keytool -importcert -alias gtac -file c:\webappcert.crt -keystore %JAVA_HOME%\lib\security\cacerts -

storepass changeit

NOT A PROCESS TESTED IN THIS GUIDE but it may be possible to import directly out of the C:\keystore file. For example:

%JAVA_HOME%\bin\keytool -importcert -alias gtac -file c:\keystore -keystore %JAVA_HOME%\lib\security\cacerts -storepass

changeit

The output from executing that command:

C:\jre780_64\bin>%JAVA_HOME%\bin\keytool -importcert -alias gtac -file c:\webappcert.crt -keystore
%JAVA_HOME%\lib\security\cacerts -storepass changeit

Owner: CN=GTAC1, OU=GTAC, O=GTAC, L=Milford, ST=0OH, C=US

Issuer: CN=GTAC1, OU=GTAC, O=GTAC, L=Milford, ST=0OH, C=US

Serial number: 2dc11d82

Valid from: Mon Jan 30 15:07:55 EST 2017 until: Sun Apr 30 16:07:55 EDT 2017

Certificate fingerprints:

MD5: 47:DE:B1:FD:62:77:06:82:40:38:EF:B6:A7:41:5E:BC

SHA1: B8:DB:22:F8:FD:2C:8C:83:F8:7E:C3:94:D5:AF:5A:E2:51:A9:9E:D9

SHA256: C8:49:86:5E:91:E1:9B:B8:93:2B:2D:F9:84:97:8C:00:08:A9:21:BF:41:31:69:81:EF:B1:2F:64:5E:08:A9:21
Signature algorithm name: SHA256withRSA

Version: 3
Extensions:

#1: Objectld: 2.5.29.14 Criticality=false

SubjectKeyldentifier [
Keyldentifier [

0000: 84 A6 BF AFS5A55FD F8 4E7153113E 149691 ....ZU..NgS.>...

0010: C2 51 CE9E

]
]

Trust this certificate? [no]: y

Q..

Certificate was added to keystore
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C:\jre780_64\bin>

3. To confirm if the certificate is in the keystore that it was imported in or to see if it has already been imported previously
use the '-list' option of the keytool utility. For example:
%JAVA_HOME%\bin\keytool -list -keystore %JAVA_HOME%\lib\security\cacerts -storepass changeit

Output highlighting the 'gtac' cert that was imported from step 2:
ertificate fingerprint (SHA1>: C?:3C:34:EA:90:D?:13:AC:@F:A3:8A:4B:9?8-BD:-8B:35:7A:91:56:11
erisigneclass2gZ2ca,. Mar 25, 2084, trustedCertEntrey,

ertificate fingerprint (SHA1>: B3:EA:C4:47:76:C?:CB:1C:EA:F2:9D:?5::Bh=CC:AA:@B :1B:67:-EC:2D
gtac, Jan 31, 2017, trustedCertEntry,

Certificate fingerprint (SHA1>: BE:DB:2Z2:FB:FD:2C:8C:83:FB:7E:C3:24:D5:-AF:5A:E2:51:A%:=2E:D?

gqeotrustprimarycagd, Dec 168, 2807, trustedCertEntry.

ertificate fingerprint (SHA1>: B3 :?E:ED:BB:BAB:E7:AA:3C:67:53:87:3B:28:-D2:D9:32:3A:4C:2A:FD
geotrustprimarycag?, Dec 18, 2807, trustedCertEntry.

ertificate fingerprint (SHA1>: BD:17:84:D5%:37:F3:03:7?D:EC:?PA:FE:57:8B:-51:7A:9?:E6c:18:D7:BA
wisssigngoldg2ca, Oct 31. 2088, trustedCertEntry.

NOTE: If the certificate is not imported into the Teamcenter 4-tier client Java cacerts file then the following error will appear
during login:

kS Login | x|

f ~ . com.teamcenter.soa.client.50aRuntimebxception: Failed to send the service request,
encountered an HTTP /O error,
peer not authenticated

NOTE: If you have other 4-tier clients at the same java version you can copy this cacerts file to all other client java installations
to save you from manually running the import command on each.

2-TIER updates to support Web Tier SSL

No updates required as it does not connect to web tier during login process
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Teamcenter Active Workspace Client updates for Web Tier SSL

Update the 'Teamcenter 4-tier URL' and FSC settings to reflect correct HTTPS protocol and port:

TEAMCENTER

Active Workspace Client Settings
Specify Active Works pace client installation settings below.

Teamcenter 4-tier URL
JDK Home Clavaljdk7x64

O Use as Bootstrap URLS
Bootstrap URLs httplligtac1:4544

gtaci4544 |

@ Use Assigned FSC URLs

Enable TcSS Support
@ Enable TcSS Support

Advanced...

ac| Next || Concer
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Teamcenter Active Workspace FTS Indexer updates for Web Tier SSL

4-tier URL entry via TEM:

TEAMCENTER

Active Workspace Indexer Settings

Specify Active Works pace Indexer installation settings below. Maximum Teamcenter
Connections specifies the maximum number of open connections between the
Teamcenter server and the indexer at a given time. It should be less than the number
of warmed up Teamcenter servers available in the server manager.

. Teamcenter Retry Count specifies the number of tries to connect to the Teamcenter
server.

O Standalone indexing environment

@ Dispatcher-based indexing environment

Teamcenter 4-tier URL https igtacl :8443/tc |
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OR 4-tier URL entry in the 'TcFtsindexer.properties' file:

SR C:happs\PLM Tcl Thic_rooth TcFT SIndexer.conf

dm o~ Mame

1iSC | languageProfiles

?mpser'.rers || Dispatcher.properties

f”d”de || logdj.properties

?nclude_cpp || TeFtsindexer.properties

f”ﬁ.a.“. || TcFtsindexer_objdata.properties
jtutilities || TcFtsindexer_structure.properties
10n_cots 2| TeFtsTikaConfigxml

lang

|_| TimeRanges.properties

lib |_|

#
# Description:

£ URL to conmect to Ieamgenter to extract data.
E3
3
Tc.URL=https://gracl:8443/tec

. |

[T s |
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Teamcenter Client Communication (TCCS) updates for Web Tier SSL

Update the middle tier URI to reflect HTTPS and proper port value:

Environment Settings for Client Communication System

Enter the middle-tier web application servers information. To enable applet-free SSO support, append ‘ftccs’ to the end of SSO Login URL in the fo
of httpdlhostport!'SSO_LOGIN_SERVICE_NAMEftccs.

Private Environments

Name ] URI SS0 App ID SSO Login URL
TcEnv1 |https:/atac1:8443/c

The default SSL setting is to reference the IE trust store for certificate validation. One can select to manually configure an
alternate trust store file or key store file. Either of those options could be used to point to a Java cacerts file for example.

TEAMCENTER

Secure Socket Layer (SSL) Settings
Specify the Client Communication System SSL settings below.

O Use Intemet Explorer Certificate Store (Recommended)
@ Disable SSL

@ Configure Certificate Store Manually
Configure trust store

| ESSSS e RE —

Configure key store
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Teamcenter Over the Web updates for Web Tier SSL

SSL Setting Type can be updated to reflect where the 4-tier client will look to validate the certificate. If selecting the 'trust
store' option then enter proper values for the 'TrustStoreFile' or 'KeyStoreFile' path and file as located from the clients
perspective.

|| | cosAlwaysPromptrorJseriy false

L] Set FM5_HOME Setwhen missing

| S35LSettingType llse Internet Fxnlorer Cerfificate Store (Recommended) -
L TrustStoreFile Use Internet Explorer Certificate Store (Recommended)

L KeystoreFile Disable SSL

| KeyStoreType Use trust store {Supported type is JKS)

— eSS Unix Browser Accept untrusted certificates B
4 WebBrowserUnixLocation rorTrTTTTTTETo

] RichClientHelpWebServer hitp:iihost.8080#4c 4

Update the middle tier URI to reflect HTTPS and proper port value:

Name
Staging Location

Modify VWeb Application Information...

] | | O | x |r Disk Locations...
- &  Modify Tables =
R pntext Parameters...
— s odify Tables
Solution Type: pis{ |HTTPServerTable
TcCSEnvironmentTable — e 1K
Ilnstalled Solutions TcCSReverseProxyConfigu... 1 U

3 “ Modify Table |=|o ﬂ

Table: HTTPServerTable

Marme LRI Tc35 Applicati..| Tc3S Login 5.
TcWeb1 hitpsh//gtac1:8443/c

Add Row...

Remove Row
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Teamcenter Client for Office updates for Web Tier SSL

Update the middle tier URI to reflect HTTPS and proper port value:

Teamcenter Client for Office - InstaliShield Wizard [

Pleaze enter Teamcenter server connection information:

The URI iz in the farm of http < basts < parks /< b
Connection M ame: Myl ats

Connechan LRI

Pratacal: | HTTPS v |

Teammcenter Hazt: | gtac |

[e.g. - myhost or myhost. mycompany. com)

Port Humber: |3443 |

Application Marne: |td |

Cancel | | QK |

NOTE: The certificate validation is done through the browser trust store. So if the certificate is not in that trust store the
following message during login will appear:

Teamcenter Error Information |Z|

A serious error has occurred.

Failed to exectue the service request Core-2008-06-Session/login at the server addres

HTTPS://gtac1:84434c/.
The underlying connection was closed: Could not establish trust relationship for the 55

TLS zecure channel.
The remote certificate is invalid according to the validation procedure.

k4 m >

~ Details...

Teamcenter.Schemas.Soa._2006_03.Exceptions. ConnectionException: Failed to exe
The underlying connection was closed: Could not establish trust relationship for the =
The remote certificate is invalid according to the validation procedure.
at Teamcenter. Soa.Internal. Client HitpTransport. ExecuteRequest(String service, 5t
at Teamcenter.Soa.Internal. Clignt. XmiRestSender.Invoke(String service, String ope
< 1] *>

Copy details to the Clipboard

Retry | | Stop
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Teamcenter MUX (J2EE web tier) Updates

- This is updated via TEM within the Java EE based Server Manager.

- Enable SSL in the ADVANCED panel and set the Keystore to reflect the same keystore file created earlier in this guide
(c:\keystore). The format of that keystore file is JKS with a password of 'changeit'. KeyManager Password also set to
'changeit’.

SSL Configuration SIEMENS

55L Configuration

Enable 55L
Multiplexing Proxy (MUX) ySton cikeystore

The proxy that routes communications e Ty, JKS

The MUX listens on a single port for int v -
request to an appropnate Teamcenter ¢

Web Tier. The MUX also listens on the

messages from servers, and forwards 1

be managed within the Teamcenter En TrustStore Type
container.

TrustStore

Port 8087
TECS Admin Port JElEES

This is the type of pop up the user will see if MUX is not configured correctly with SSL.

e Login -

I.-”"_"‘-.I com.teamcenter.soa.client.5caRuntimebxception: Error sending request to TECS
Al MUK GatewayService: The target server failed to respond

NOTE: Stopping the Server Manager may not stop the MUX. To shut it down run the 'tecsstop.bat' inside the Server Manager
folder.
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Teamcenter Visualization Updates

2-tler
e Openin Standalone Vis or Embedded Vis within a 2-tier client does not require any additional configuration.
4-tier

e Opening in Standalone from within a 4-tier results in this message:

Failed to encrypt/decrypt the service request.
55L certificate problem, verify that the CA cert is QK. Details:

errorn 14080086: 550 routines:func(144):reason(134)

Selecting OK on the above form but the same form keeps appearing. Have to kill Vis manually.

e Opening in Embedded Vis from within a 4-tier results in the same message:

Failed to encrypt/decrypt the service request,
551 certificate problem, verify that the CA cert is QK. Details:

error: 14080086:55L routines:func(144):reason(134)
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SOLUTION:

TCVis has its own 'certs' folder within its installation.

4 1 Visualization
4 1) etc
. acknowledgements
| certs
. DFx
. ECADReports
= Images

| Inspector

b L L L e

Convert the certificate into a PEM format (performed in the ‘Create a PEM formatted certificate file from Web Tier
SSL config’ section of this guide) and copy it into this folder. For example copy the C:\cert.pem file, created from the
previous section of this guide, into the TCVis 'cert' folder:

Copy fror_n' | Users 207 LU 14 54D PV rie Tolaer
Ul Videos | Windows 1/30/2017 :08PM  File folder
s Local Disk (C) [ keystore 1/30/20173:08PM  KEYSTORE File
e || cert.pem 1/31/2017 3:05PM  PEM File
) CAD %) msdiaB0.dll 12/1/2006 10:37 PM  Application extens...
| LocalData = . e e e an e ar Ao e
Copy to:
J Visualization ~ MNarne -
) etc | CARQOT_Firmaprofesional.pem
J acknowledgements || CC_Signet_RootCA.pemn
| certs || cert.pem
. DFx | CertEurope.pem
, ECADReports __| Certigna.pem
! Images Certinnmis.nem
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NX Integration Updates

2-tier

e Openin NX does not require any additional configuration.
4-tier

e Open in NX failed with the following message:

Initialization Failure

Teamcenter Integration for MNX initialize failure

S The server returned an internal server error.

Failed to process service request Error: (35) error14077410:55L0 routines: 55023 _GET_SERVER_HELLO:sslv3 alert handshake failure
The application will terminate.

Solution:
Set the following variable to point to the PEM formatted certificate file. PEM file creation outlined earlier in the ‘Create

a PEM formatted certificate file from Web Tier SSL config‘ of this guide. In that section the created pem file was:
c:\cert.pem

set TEAMCENTER_SSL_CERT_FILE=c:\cert.pem
This can be set as a system variable on the client host or within the startnxmanager.bat file:

rem Start NX through the launcher program

(WU I

=t TEﬂHCENTER_SSL_CERT_FILE=C:\cert.pem
start "Teamcenter Integration for WNX" /B " \ugs_rnuter" —ugm -enakle cancel -
goto ENDCOFFILE

N s

O W oW oW oWy
I

TIW O ATTOAT
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If setting that variable still shows the error, review the protocol setting in the https connector section of the Jboss
standalone.xml. Setting it to ‘ALL’ was found to help resolve the issue.

<subsystem xmlns="urn:jboss:domain:web:1.1" native="false" default-virtual-server="default-host">
<connector name="http" protocol="HTTP/1.1" scheme="http" socket-binding="http"/>
<connector name="https" protocol="HTTP/1.1" scheme="https" socket-binding="https" secure="true">
<ssl key-alias="gtac" password="changeit" certificate-key-file="C:/keystore" protocol="ALL" verify-
client="false"/>
</connector>
<virtual-server name="default-host" enable-welcome-root="true">
<alias name="localhost"/>
<alias name="example.com"/>
</virtual-server>
</subsystem>

Setting that protocol to TLSv1 for example did not correct the issue. Others [SSLv2Hello, TLSv1, TLSv1.1, TLSv1.2]
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Configuring FMS for one way SSL

Teamcenter Preference:

Add the URL of the local HTTPS host to the list of servers defined in the Fms_BootStrap_Urls preference.

Mame Location Values
Default_Transient_Server Site https://gtacl:4544
ETS.TRAMNSLATORS.SIEMEMNS Site
FrAS_SAF _Batch_Transfer_Enabled Site
Fms_BootStrap_Urls Site
Multisite_Ticket_Expiration_Interval Mane
Ticket_Expiration_lnterval Mane

FMS Master:

Update the FMS master to reflect the correct SSL based URL address

<fecgroup id="mygronp">
«fsc id="F5C gtacl yytcadm" addres=z="https: //gtacl:4544" ismaster="true">
<volume id="00eb567803ff8b3cedba" enterprizeid="-1958943558" root="C:\gpRps\PLM\Tcll\vol
<transientvolume id="2eedb56E529T739726cechf3840e22f35" enterpriseid="-1958943558" root=
< Fams

FSC configuration:

Update the fsc.FSC_<host>_<userid>.properties file in the FSC_HOME directory with the keystore information. The
information used below is based on the keystore created in the ‘Create a self-signed certificate via Java keytool utility’ section
of this guide.

Copy the 'fsc.properties.template’ file to 'fsc.FSC_<host>_ <userid>.properties' and open it for edit.

NOTE: Important that the properties filename be in the format listed above. Example for this would be:
fsc.FSC_gtacl_yytcadm.properties

Edit the keystore related fields. Notice the direction of the slashes (/). FSC will fail to start and complain about file not found if
the slashes are not correct.

# These are reguired for gl support:

$

com.teamcenter ., fms. servercache . keyvstore.file=c: /keystore

com. teamcenter. fm=. servercache. keystore.password=changeit

com. teamcenter. fm=s.servercache. keystore.ssl.certificate.password=changeit

&
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Since this process is using a self signed certificate we need to also uncomment this line in the
'fsc.FSC_gtacl yytcadm.properties' file as well:

L |

33 Optionally trust self signed server certificates:

34 com.teamcenter.fms.allowuntrustedcertificates=true

25 £

-

FCC Configuraton:

Non-Native:
Update FCC.xml to reflect parent FSC's SSL based URL address.

tparentfsc addressz="https://gtacl:4544/" priozityv="0" />

E R alatalot ok ok e s

{ <!-- default parentfsc - this is a marker that will be overwritten

With that in place the 4-tier client login appears to have hung and sits at the login page with the status bar continually scrolling
across the page. Review of the tcserver.fscproxlog shows this:

Tue Jan 31 14:31:06 2017-gom. teamcenter.fms.servercache .proxy.F5CNativeClientProxy Thr319&6
N:hunits\fma'\fms.11.2.3_wnti32\grghFSCHativeClientProxy\FSCClientAgent.gon: 96
WARNING: F5CClientAgent.init(): nttps: f/otacl 14544/ mapClientIPToF5Cs failed: &0 CURLE S5L CACERT: Problem with the CA cert(path?)

Tie Tan 21 14:%1:3%F 701 T—ram teamrantar fma searvercaches nravy FSCNariwerlientBrawy Thre3108

Two ways to correct this:
1. For 4-tier, set the following within the %TC_DATA%\tc_profilevars.bat file OR set as a system variable. In either case
the Server Manager will need to be restarted after setting it:

SET TC_USE_FSC_CPROXY_VIA_JVM=true

For 2-tier, set the same variable in %TC_DATA%\tc_profilevars.bat or as a system variable as well.

2. Configure native FSC client proxy:
Create the %FSC_HOME%/fsc.clientagent.properties file. Add the 'com.teamcenter.fms.curl.cacerts.file' property to it
and set its value to the absolute path and file name to the PEM formatted file. For example based on the PEM file
created in an earlier step of this guide ('Create a PEM formatted certificate file from Web Tier SSL config’) the line
would appear as follows:
com.teamcenter.fms.curl.cacerts.file=C:\cert.pem
In addition to that line, given that this is a untrusted self-signed certificate, add the following line as well:

com.teamcenter.fms.allowuntrustedcertificates=true

File content after edit will look like this:
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W

L P =2

com.teamcenter.fms.curl .cacerts.file=C:\cert.pem

com. teamcenter,.fm=s.allowuntrustedcertificates=true

oy LN

FSCADMIN utility update:

The fscadmin script most also be configured to allow untrusted certificates. Use the
%FSC_HOME%\fscadmin.properties.template file to create a %FSC_HOME%\fscadmin.properties file. Within that file
uncomment the line shown below:

i 24 # Optionally trust self signed server certificates:
| 25 knm.teamcenter.fms.a110wuntIustedcertificates=true
I - iy

< 0 #

If the self-signed certificate has been imported into the Java cacerts file of the JAVA that the FSCAdmin utility is using, then this
file and edit is not required. Otherwise, if the cert is untrusted the following type of message will appear when trying to run
the fscadmin utility:

C:\apps\PLM\Tc11\tc_root\fsc>fscadmin -s https://gtac1:4544 ./cachesummary
OS name is Windows Server 2012 R2
JVM vendor is Oracle Corporation
Data model is 32
javax.net.ssl.SSLHandshakeException: sun.security.validator.ValidatorException: PKIX path validation failed:
java.security.cert.CertPathValidatorException: signature check failed
at sun.security.ssl.Alerts.getSSLException(Unknown Source)
at sun.security.ssl.SSLSocketIimpl.fatal(Unknown Source)
at sun.security.ssl.Handshaker.fatalSE(Unknown Source)
at sun.security.ssl.Handshaker.fatalSE(Unknown Source)
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Teamcenter Active Workspace Client updates for FMS FSC SSL

TEAMCENTER

Active Workspace Client Settings
Specify Active Works pace client installation settings below.

Teamcenter 4-tier URL httpigtac1:8080/c '

JDK Home ClUavaljdk7x64

© Use as Bootstrap URLS
Bootstrap URLs https /igtac1:4544
Bootstrap Client IP

@ Use Assigned FSC URLs

Enable TcSS Support
@ Enable TcSS Support

Advanced...

m Cancel
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Kevytool Explorer

Download

http://keystore-explorer.org/downloads.html

Generate new keystore with self signed certificate

File Edit View Tools Examine Help

DEW~~xaBRrAfi=0dEQ@

KeyStore Explorer
Quick Start

L] = [

Create a Open an Open the
new KeyStore existing KeyStore  Default KeyStore

= «Q (2]

QOpen the CA Examine a Show the
Certificates KeyStore Certificate

No KeyStore Loaded
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Select the type of the new KeyStore:

Select the 'Generate Key Pair' icon and accept defaults:

Tools Exarmine Hel

»xl(ﬁ Rii—e|i0ae

=ntry Mame

2,048 5|

Key Size: | 1,024

Set: [ansIxa.e2 o

Mamed Curve: |E2t|‘|b191'u'1 W |
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Select 'EDIT NAME' icon and populate the fields. Remember that the 'Common Name (CN)' needs to reflect the host name of
the web application server. The CN MUST match how that hostname will be provided in the URL. For example: If the URL that
end users will use is fully qualified (myserver.us.com) then the CN needs to be 'myserver.us.com'. If the CN name in the
certificate does not match the hostname the connection will fail.

Generate Key Pair Certificate 25

Version: () Version1 (®) Version 3
Signature Algorithm: | SHA-256 with RSA W
Validity Period: 1o+ |Year(s) w

Serial Mumber: | 1486065972

ame: (@)

Name ‘y -

Comman Mame {CM):  |GTAC1

Organization Unit (OU):  |GTAC
Organization Mame (0): |GTAC
Locality Mame (L): |Milford
State Mame (5T): |(OH
Country (C):  |US

Emiail (E): |

KeyStore Type: JKS, Size: 1 | OK | | Cancel

Provide an alias name:

New Key Pair Entry Alias -

Enter Alias: |gtad|

| Ok | | Cancel
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Provide a password.

Enter Mew Password: |--uuu

Confirm Mew Password: |-n-nn

@ Key Pair Generation Successful,

Save the new keystore to a location of your choice:

File Edit View Tools Examine Help

BEFIREELY EEEY ELEGECD

Save in: |a Local Disk (C:)

. apps | Users

L dwork L Windows

L Java D - Copy.keystore_original
! jbossh3 || cert.pem

L jre7a0_64 || explorerkeystore
| KeyStore Explorer 5.1.1 D keystore

| KeyStore Explorer 5.2.2 msdial0.dll

. MS0OCache servers.bat

| nx103mp12 5] webappcert.crt
| oracle

L OoTwW

| Program Files

| Program Files (x36)

| ProgramData

| Siemens

|keystore

: | AllFiles
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Import Key Pair into Java Keystore (cacerts file)

Open the keystore that was created in the last step.
Select the key and from the right mouse button menu, select 'Export Certificate Chain':

T Entry Mame Algorithm Key Size Certificz

E E
I I 212/2074

=

View Details k

Cut Ctrl+X
Copy Ctrl+C

FX P

TX 1% N § be[mp

Export P|ﬁ Export Key Pair
Generate C5R " | Export Certificate Chain
Import CA Reply ? Export Private Key

Edit Certificate Chain ? Export Public Key

Sign »

Unlock
Set Password
Delete

Rename

Take default options and enter a path and cert name:

() PKCS #7 () PKIPath () SPC

NOTE: The 'PEM' option of this export will not only be a format that can be imported into the Java cacerts file (next step) but
will be the PEM file needed for some of the Teamcenter integration configurations to use.

Unrestricted Page 43 of 46 Siemens GTAC Support 800-955-0000



Configuring Teamcenter for SSLv1.1| 2017

Open the cacerts file from within the Java instance that the Teamcenter RAC client is using:

explorerkeystore - KeyStore Explorer 5.2.2

r
File Edit View Tools Examine Help

NE LY T Y Y L IETETT

Look in: ‘ | security

|| blacklist

D cacerts - Copy

D Java.policy
java.security

D javafx.policy

D javaws.policy

local_policy.jar

D trusted.libraries

US_export_policy jar

File name: |:3::erts

Files of type:  all Files

The default password for Java cacerts file is 'changeit'.
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Select 'Import Trusted Certificate' option and browse to the PEM cert file created in the last step:

File Edit View Tools Examine Help

BEWe~xABRLAE-0COQ@

& | [ |En Lookin: | i, Local Disk (C:) v @@

| apps L Users

L dwork 1. Windows

. Java D - Copy.keystore_ocriginal
| jbossB3 | ] cert.pem

. jreT80 B4 [ ] explorerkeystore
| KeyStore Explorer 5.1.1

| KeyStore Explorer 5.2.2 | | keystore

1\ MSOCache msdiagD.dll

. nxl03mp12 servers.bat

| oracle 5] webappeert.crt
b oTw

. Program Files

. Program Files (x86)

. ProgramData

. Siemens

L Temp

File name: |g‘ﬁc.cer

Files of type: | Al Files

PEEEEEEEREREEENDEEEEEE
FE N NNNE NN NN EEEE N NN NNNN

Enter the alias for that cert:

Enter Alias: |g13c

Confirm import:

l - @ globalsignr3ca RSA 2048
- @ godaddydass2ca

-ll-
- . gtecybertrustglabalm

Unrestricted Page 45 of 46 Siemens GTAC Support 800-955-0000



Configuring Teamcenter for SSL v1.1| 2017

Be sure to SAVE the cacerts file after the import is completed:

M _@}a *Iﬁ [ l}ﬁ rtRi—elc0ale

|Explorerkeystore il cacerts * # |

T/ |H |E Entry Name Algorithm Key Size

# - @ globalsigr2e RSA 2048

# - @ globalsignrica RSA 2048

! - @ godaddydass2ca
-ll-
! - @ gtecybertrustglobalca

# - @ leunartiernntbea paa nas
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